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This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation

Introduction
This document serves to gather relevant information from client organisations to identify the security and data 

protection facilities that are available within the application and/or service making use of CPB services and data. 

This document specifically pertains to clients making use of API services and batch data services. Clients only 

making use of BureauSuite do not need to complete this document.

This questionnaire will provide Consumer Profile Bureau (CPB) with sufficient information to allow us to determine 

whether it meets our security and regulatory requirements.

This document is envisaged to be a collaborative process and CPB commits to provide resources and support 

where necessary in the completion of this document. In many cases the question being asked can best be answered 

by the attachment of a supporting policy document and where this is the case we will prompt for the provision of 

this policy.

Where a question appears ambiguous or you are unsure of the best way to answer it, please reach out to your 

CPB representative who will be able to assist or set up a call or meeting to discuss further.

In many cases the answer(s) required could exceed the available space. In these cases you may answer the 

question on a separate response sheet. Please do use the Ref number alongside each question in these cases 

and in the Response block indicate that the answer is attached as an addendum.
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Section 1 
Service/Application Description

Ref Requirement Response

1.1 Your Company Name

1.2 Your Company Address (Head Office)

1.3 Contact details for the primary point of contact 

for all contractual requirements.

1.4 Briefly describe your application system 

(Inhouse Tracing System, Client Web Portal, 

Mobile App etc)

1.5 Location from where CPB services and/or data 

will be accessed. All location details where 

CPB data and services are to be accessed 

need to be included.

(Head Office in Sandton, Azure Cloud, Mobile 

Devices in South Africa etc)

1.6 Details of individual/s responsible for 

information security within your organisation 

1.7 Do you have a current commercial contract in 

place between your organisation and CPB?

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Section 2
Security Governance

Ref Requirement Response

2.1 Provide a copy of your Information Security 

Policy along with any security certifications/

accreditations that you feel are relevant.

Name of Policy Attached:

2.2 Provide details of the internal security policies 

that are in place in your organisation and which 

have been communicated to your staff who will 

be accessing CPB services (such as 

Information Security Training). You may include 

your Information Security Training Policy and 

Executive Report of Social Engineering 

PenTests you have conducted as an answer.

Name of Information Security Training Policy 
Attached if applicable:

2.3 How do you ensure that all relevant staff are 

aware of their obligations in terms of accessing 

Credit Bureau Data? If you do training do you 

keep a training register?

2.4 What background checks are performed 

against staff who will have access to Credit 

Bureau data?

2.5 What security and penetration testing is 

performed on the applications that will access 

CPB systems, the frequency of such tests and 

is it undertaken by an independent 

organisation?

Please provide the Executive Summary or an 

official letter from the company who performed 

the most recent pen-test indicating the testing 

that was done and what remedial actions (if 

any) have been implemented.

Pen-Test Executive Report or letter from pen-test 
company on official letterhead indicating data 
and type of test(s) performed:

2.6 Have you had any security incidents/breaches/

compromises which have occurred in the last 2 

(two) years? Can you provide high level details 

as to what these related to (e.g. loss of device, 

email sent to wrong company) 

2.7 If your service is multi-tenanted, how is 

separation between tenants achieved

2.8 Are there any third parties (such as other 

organisations or onselling CPB data and 

services to a third party) who access your 

systems who will have access to CPB data? 

For this section the words “service” and “application” are synonymous

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Ref Requirement Response

2.9 Do you host any public facing web portals, 

mobile apps or any other internet based 

system that access CPB data and/or systems.

If yes, please attach the most recent executive 

summary of the pen-test(s) conducted on these 

or an official letter from the company who 

performed the most recent pen-test. The pen 

test needs to encompass all the types of 

internet related service (mobile, web etc) 

explicitly (in other words the pen-test must be 

specifically focused on the testing of the web 

app/mobile app).

Pen-Test Executive Report or letter from pen-test 
company on official letterhead indicating data 
and type of test(s) performed:

2.10 Do you have cyber insurance cover which 

encompasses the proposed service? Are there 

any stipulations relating to the insurance that 

you are unable to meet?

Name of Insurer:

2.11 Is remote access to the service permitted for 

your staff. If yes, can you detail the security 

measures that are in place to support this?

2.12 Are members of staff permitted to access the 

service from and/or store client data on 

non-corporate devices? If yes, please include 

your company BOYD policy. Please also detail 

the methods of encryption employed on these 

devices and how CPB data and systems would 

be protected in the event of the theft or loss of 

a device.

Name of BOYD policy attached:

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Section 3 
Software Development

Ref Requirement Response

3.1 Provide details of the Software Development 

Lifecycle (SDLC) that is used and how security 

is integrated as part of this. Of particular 

interest is the nature of your Change Control 

Policy as it pertains to the access to CPB data 

and systems.

You may describe your approach to security, 

code reviews to find security vulnerabilities or 

attach the latest pen-test of your application 

with specific focus on identifying vulnerabilities 

in the code base (SQL injection, brute force 

etc). If the pen-test explicitly references an 

application and/or source code review (white 

box testing) then it can serve as the full answer 

to this question.

Pen test specifically related to code quality and 

security is an acceptable response. Otherwise 

detail your process as followed to ensure 

security in your code base.

3.2 As part of your API development process CPB 

will be providing access to specific test 

individuals and their data. Please describe 

specific policies related to the storing and 

processing of this test data on development 

machines. For this response you may use your 

POPI Policy if it expressly mentions protection 

and destruction of data used for testing 

purposes.

If the development is done outside of South 

Africa please describe how you ensure the 

encryption and protection of South African data 

by outsourced development houses, especially 

where CPB data is stored and processed on 

equipment not under your organisation’s direct 

control.

• POPI Policy on Data retention and 

Destruction

• 

• Policy governing off-shore developer access 

and destruction and safe-guarding of POPI 

information

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Section 4 
Service Termination

Ref Requirement Response

4.1 Are you registered as a Reseller Credit Bureau 

in terms of the National Credit Act?

If yes, please include your NCRCB registration 

number.

If no, please indicate that you are aware of the 

statutory requirements of storing credit bureau 

data on your systems.

4.2 Provide details of what will happen to any CPB 

data stored on your systems should your 

contract with CPB be terminated. This must 

include all data storage facilities (i.e. live data, 

backed-up/replicated data, data stored in 

databases etc.)

POPI Policy on Data retention and Destruction 

if available, otherwise detail how you will 

remove CPB data on termination.

4.3 Where the data will be destroyed, provide 

details as to how this will be done. Please 

include all systems where the data will be 

stored.

Please provide your Data Retention and Data 

Destruction Policy(ies). Should you have 

separate policies for Information Security in 

general and POPI separately, please provide 

both sets of policies.

POPI Policy on Data retention and Destruction 

if available, otherwise detail how you will 

remove CPB data on termination.

4.4 What data will you be retaining? Provide details 

as to why it would be retained, what data will 

be retained and the length of time that it would 

be retained for?

You may use the CPB API Roles assigned to 

you as the basis for answering this question.

See Appendix A for examples and guidelines

Completion of Appendix A is recommended

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation



Ref Requirement Response

5.1 Is your organisation registered with the 

Information Regulator? Please note that this is 

a requirement from CPB.

5.2 Provide details of your POPIA status in relation 

to the services that are being proposed and 

the measures taken to protect personal data.

Names of all POPI policies attached

5.3 Have you appointed a Data Protection / 

Information Officer or an individual who is 

accountable for information governance and 

security? Please provide details, Please note 

that this is a requirement from CPB.

Name of POPI Information Officer 

5.4 Describe the purpose of the data processing 

you are doing (or in the case of multiple such 

purposes, all the purposes), including the type 

of data, e.g. name, address, contact details, etc

See point 5.6 below before completing this 

question as well.

You can attach an addendum or use the 

example in Appendix A

5.5 List all the data elements of CPB that you are 

storing (using Section 4.4 as the basis) and 

indicate the length of time you store that data 

element for.

You can attach an addendum or use the 

example in Appendix A

5.6 Are you processing, or planning to process, 

Special Categories of Personal Data?

Describe the purpose of this processing, 

including the type of data, e.g. health, justice, 

financial, etc related.

5.7 If using a multi-tenanted solution, how will CPB 

data be segregated from other customers

08

Section 5 
Data Protection

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Ref Requirement Response

5.8 Provide details of the protective measures that 

will be applied to CPB data, including:

• Database encryption standards used

• Data transfer mechanisms

• Access controls to databases that store CPB 

data

• Data transit encryption

You can supply your Data Security Policy and 

reference the applicable sections as an answer 

to this question

5.9 Is end-to-end encryption in place between the 

end user’s device and your application.

You can supply your Information Security Policy 

and reference the applicable sections as an 

answer to this question

5.10 Do you have the capability to anonymise 

consumer data? If so, can you provide details 

as to how this is performed?

If not, how will you ensure compliance with 

POPI data destruction, specifically in relation to 

CPB data?

You can supply your POPI Data Retention / 

Data Destruction Policy and reference the 

applicable sections as an answer to this 

question

5.11 Provide details of all countries where CPB data 

will reside.

When making use of Cloud Services it is 

mandatory to indicate which Cloud Service and 

in which jurisdiction the data is hosted 

(including any multi region failover)

5.12 Provide details of the data retention facilities 

available within the service?

You can supply your POPI Data Retention / 

Data Destruction Policy and reference the 

applicable sections as an answer to this 

question

5.13 What data lifecycle measures are in place 

(incorporating erasure/ sanitisation and 

archiving)?

You can supply your POPI Data Retention / 

Data Destruction Policy and reference the 

applicable sections as an answer to this 

question

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Ref Requirement Response

5.14 What protection is afforded to data backups 

which contain CPB data.?

What format will the backups take (e.g. disks, 

tapes, replication)?

5.15 Describe what steps you have taken to ensure 

that persons authorised to process any 

personal data retrieved from CPB have 

committed themselves to confidentiality or are 

under an appropriate statutory obligation of 

confidentiality

5.16 What type of IT systems will CPB data be 

stored and processed on (e.g. desktops, 

laptops, application servers, databases etc.)

 

5.17 How do you inform data subjects as defined by 

POPI about what you are going to do with their 

data, the rights they have and how these can 

be exercised? Via:

• Online - Privacy Policy/Statement

• Online - Fair Processing Notice

• Paper Form

• Other [provide details in the response]

• We don’t inform individuals of their 

information rights

Please attach your relevant POPI Policy as well 

as your Privacy Statement to this pack.

5.18 Do you have policies and processes in place 

that cover the following aspects of an 

individual’s information rights, i.e.?

Where not applicable to your organisation, 

mark the category below as N/A.

• Obtaining and Managing Consent for Data 

Processing

• Obtaining and Managing Consent for 

Marketing

• Dealing with a Data Subject Access Request 

(DSAR)

• Dealing with a data portability request

• Dealing with an erasure request (right to be 

forgotten)

• Dealing with a request for restriction of 

processing

• Opt-out of or object to Data Processing

• Making Complaints

Please attach the POPI policy for each of the 

above where you answered yes and indicate 

the subsection for each of the above where 

applicable.

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation



11

Section 6 
Sub-Contractors and Sub-Processors

Ref Requirement Response

6.1 Do you outsource any of the processing to a 

sub-processor, including but not restricted to: 

hosting providers, internet service providers, 

mailing houses, cloud service providers etc.? If 

so, list each sub-processor name and address 

and describe the service it provides

6.2 Would  the  sub-processor  have  remote  

access  to  any  systems and/or service that in 

turn has access to CPB data and/or systems?

6.3 Is there a legally binding contract in place 

between your organisation and each of your 

sub-processors that contains the mandatory 

clauses for POPIA compliance

6.4 Would any of these sub-processors manage or 

have access to CPB data? If yes, indicate which 

sub processors will have access and which 

data elements they will have access to (If “yes”, 

please make use of 4.4 as a basis for 

answering this question). See Appendix A for 

examples and guidelines

6.5 How do you manage/monitor these sub-

processors through audits and/or performance 

reviews

6.6 Do you have agreed procedures in place with 

your sub-processors for reporting data security 

incidents

6.7 For each sub-processor processing personal 

data outside South Africa (if any), describe the 

process and contractual arrangements you 

have in place to make that lawful in compliance 

with POPIA.

6.8 For each sub-processor describe the 

procedure you have in place to ensure that at 

the end of the contract all personal data is 

either returned or erased.

6.9 If there was a change in your use of 

subcontractors (i.e. removal and/or addition of 

a subcontractor) that related to the services 

provided by CPB, would this be advised to us 

and if so, how would this be undertaken

If the answer to 6.1 is “No” then the remaining questions are Not Applicable and do not need to be answered

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Section 7 
Security Requirements

Ref Requirement Response

7.1.1 Provide details of the authentication 

mechanisms that are available with the 

application. Does each user have a unique 

username and password? Is password and 

account sharing actively discouraged?

Does the application support multi-factor 

authentication and if so, what solutions/

applications are supported?

7.1.2 Provide details of the password composition/

enforcement parameters and facilities relating 

to user account management?

How are passwords secured and protected 

and how is their transmission protected?

Are pre-defined reports available that detail 

which users have been defined to the 

application.

• Do you record logon and logoff times?

• Do you store detailed transaction logs?

• Do you store information such as the IP 

address of the user connecting to your 

service/application?

Do users have granular level control to CPB 

services and data, or do all authenticated users 

access CPB services in the same way?

Section 7.1: User Authentication

Section 7.2: Application Authentication

Ref Requirement Response

7.2.1 Does the application contain any pre-defined 

or hard coded authentication credentials within 

the code (even if only a user account name)?

7.2.2 What access rights does the application 

require if it cannot run under a standard user 

security context?

7.2.3 Does the application make use of cookies  

and if so, what information is contained within 

them?

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Section 7.3: Access Control

Ref Requirement Response

7.3.1 What access control measures are in place and 

how are these managed and administered? 

(Passwords. Key cards etc)

7.3.2 Does your application support role-based 

access control? If yes, provide details of the 

roles and the level of customisation available

7.3.3 Does the application support the concept of 

least privilege?

7.3.4 Does the ability exist to obtain reports showing 

the access that all users have to CPB data and 

systems?

Section 7.4: Logging and Monitoring

Ref Requirement Response

7.4.1 Provide details of the logging, monitoring and 

alerting facilities available within your 

application as it pertains to systems that 

access CPB.

Specifically, how do you monitor for intrusions, 

how do you log transactions performed to the 

CPB system and what elements do you log?

7.4.2 What mechanisms are in place to prevent CPB 

data being logged in an unprotected and 

unencrypted manner in your log files? Here we 

refer to storing the response from CPB for 

example as plain text in a log file.

7.4.3 Provide details of the different events that can 

be logged including the level of granularity that 

can be configured?

7.4.4 How are log files protected from unauthorised 

tampering and unauthorised access

7.4.5 How long are log files kept for and are they 

instantly available or archived (after a defined 

period)?

Please indicate the retention level of “online” 

and “offline” logging.

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Section 7.5: Encryption of CPB Data

Ref Requirement Response

7.5.1 What encryption methods are used when 

storing CPB data?

A minimum requirement is Encryption at Rest.

7.5.2 Where encryption keys are used, are different 

encryption keys used within the production 

and non- production environments?

7.5.3 Where encryption keys are used, how are 

these keys protected from unauthorised 

access?

Section 7.6: Operational Aspects

Ref Requirement Response

7.6.1 Provide details of your vulnerability 

management processes?

Please provide either an executive summary of 

the last VA performed or a letter from your 

external vendor indicating the VA was 

performed.

7.6.2 Provide details of your software patching 

process, including the frequency and the 

timescales for patching following vendor 

release?

You may provide your Change Control Policy 

and Patch Management Policy as an answer.

7.6.3 Approximate number of staff who will have 

access to CPB systems used by your 

organisation?

7.6.4 Approximate number of staff who will have 

access to the CPB data processed and stored 

by your organisation?

7.6.5 Are any generic accounts used by the support 

team? If so, what are these required for?

7.6.6 Is there a process in place to ensure that users, 

support and administrative users who no 

longer require access to the application are 

removed (i.e. in the event they leave the 

organisation)?

7.6.7 Provide details of the protection mechanisms 

in place within your environment to detect/

prevent malicious software?

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Section 8 
Signatures
The Information Security Officer (or company representative acting in this position) is required to confirm that the 

information provided in this document is accurate and correct.

Name

Designation

Signature

Date

Place Signed

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation
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Appendix A 
CPB Data Elements Accessed, 
Retention Periods and Sub Contractor/
Sub Processor Data Access

Your CPB Account Manager can assist in filling out the End Point and Data Type columns. The retention period is 

as per your agreement with CPB and your regulatory obligations and restrictions; CPB Account Managers can 

advise as per your contract but may not fill out the Period of Retention columns for you.

API Endpoint Data Type Purpose of 

Processing

Period of 

Retention

Subcontractors 

with Access

Example: /

telephone/list

Telephone Tracing Maximum 5 years 
or sooner as per 
POPI

ABC Investigations

This questionnaire is for information purposes only and should not be used as is.
Please consult with your Security and Compliance specialists for implementation


